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I. PURPOSE: 

The purpose of this policy is to promote responsible and innovative use of AI technologies 

by establishing guidelines for the ethical use, data privacy, security, transparency, 

accountability, compliance and risk management at the Charter Township of Northville. 

The AI technologies covered by this policy include, but are not limited to, data analysis 

systems, decision-making tools, and automated processes. 

 

II. POLICY STATEMENT: 

This policy serves as a guideline for the Township to regulate the development, 

deployment and use of AI technologies to ensure ethical practices, data privacy, security, 

transparency, accountability, compliance with applicable laws and effective risk 

management. 

 

III. SCOPE: 

All employees, including full-time, part-time, contractual and volunteers of the Township, 

have access to data and information technology owned by the Charter Township of 

Northville which includes Public Safety data, Financial or personnel records and Internal 

program data.  

 

IV. DEFINITIONS: 

A. Accountability: The responsibility of individuals and organizations to ensure that AI 

systems operate ethically and legally, including the obligation to address and rectify 

any adverse outcomes resulting from the use of AI technologies. 

 

B. Agentic AI: Goes beyond generating outputs to take autonomous actions toward 

goals, often by reasoning, planning, and interacting with other systems or users to 

achieve outcomes. 

 

C. AI Agent: A software system capable of independently performing tasks on behalf of 

a user or organization by perceiving information, making decisions, and taking 

actions within defined boundaries or workflows. 

 

D. Algorithm: A set of rules or a step-by-step procedure used by AI systems to perform 

tasks, solve problems or make decisions based on data input. 

 

E. Artificial Intelligence (AI): The simulation of human intelligence processes by 

machines, especially computer systems. These processes include learning (the 

acquisition of information and rules for using the information), reasoning (using rules to 

reach approximate or definite conclusions) and self-correction. 
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F. Bias: Systematic errors or prejudices in AI systems that result in outcomes that favor 

certain classes, typically reflecting prejudiced attitudes present in the data or the 

algorithms' design. 

 

G. CJIS: The Criminal Justice Information Services, a division of the Federal Bureau of 

Investigation (FBI) that provides a range of services to law enforcement agencies, 

including databases for criminal justice information and standards for the protection 

of this information. 

 

H. Compliance: Adherence to laws, regulations, standards, and policies governing the 

use of AI technologies, including those related to data protection, privacy and 

sector-specific requirements. 

 

I. Data Accuracy: The degree to which data correctly represents the real-world entities 

and events it is intended to model. In the context of AI technologies, it involves 

ensuring that the data used for training, validation and operation of AI systems is 

precise, error-free, and reflects true and current information. Accurate data is 

essential for the reliability and effectiveness of AI applications, as inaccuracies can 

lead to faulty analyses, decisions, and outcomes. 

 

J. Data Privacy: The aspect of information technology that deals with the ability of an 

organization to determine what data in a computer system can be shared with third 

parties and how it is protected from unauthorized access. 

 

K. Data Security: The practice of protecting digital information from unauthorized 

access, corruption or theft throughout its lifecycle, including the implementation of 

encryption, access controls and other safeguarding measures. 

 

L. Ethical Use: The application of AI technologies in a manner that aligns with moral 

principles and values, ensuring fairness, justice and respect for individual rights and 

societal norms. 

 

M. Generative AI: Creates new content such as text, images, or code by learning from 

existing data and producing original outputs that resemble human-created work. 

Note that output may be probabilistic and not guaranteed factual. 

 

N. Governance: The framework of policies, procedures and structures that guide and 

control the development, deployment and use of AI technologies to ensure they are 

aligned with organizational goals, ethical standards and legal requirements. 

 

O. HIPAA: The Health Insurance Portability and Accountability Act, a US law designed to 

provide privacy standards to protect patients' medical records and other health 

information provided to health plans, doctors, hospitals, and other healthcare 

providers. 

 

P. Large Language Models - Systems designed to understand and generate human-like 

text based on the input it receives. It leverages deep learning techniques, particularly 

a type of neural network architecture known as Transformer, to process and produce 

coherent, contextually relevant responses across a wide range of topics and 
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applications. 

 

Q. Machine Learning: A subset of AI that involves the use of algorithms and statistical 

models to enable computers to improve their performance on a specific task through 

experience and data without being explicitly programmed. 

 

R. Model Training:  

 

S. PII (Personally Identifiable Information):  

 

T. Predictive AI: Uses existing data to identify patterns and forecast future outcomes or 

behaviors. Examples include demand forecasting, risk scoring, and predictive 

maintenance. 

 

U. Risk Management: The process of identifying, assessing and mitigating potential risks 

associated with the use of AI technologies to minimize negative impacts and ensure 

safe and reliable operations. 

 

V. Stakeholder: Any individual, group or organization that has an interest or concern in 

the development, deployment and use of AI technologies, including Township 

employees, citizens, businesses and regulatory bodies. 

 

W. Transparency: The principle of ensuring that AI systems' operations and decision-

making processes are open, understandable and accessible to stakeholders, 

including providing clear documentation and rationale for AI decisions. 

 

V. PROCEDURES: 

The Charter Township of Northville outlines the following procedures to ensure ethical use, 

data privacy and security, transparency and accountability, legal compliance and risk 

management of AI technologies. It mandates non-discriminatory AI systems, robust data 

protection measures, clear documentation and auditing of AI operations, adherence to 

all legal standards and proactive risk assessment and mitigation strategies. 

 

A. Ethical Use 

AI technologies must be used ethically, ensuring fairness, respect for all individuals 

and be in alignment with the Township's core values. 

1. AI systems should not discriminate based on race, gender, age, religion or any 

other protected characteristic. 

2. Ensure that AI applications are developed and used in a manner that respects 

human rights and dignity. 

3. AI should support, not replace, final human decision-making. 

 

B. Data Privacy, Security and Accuracy 

AI applications must adhere to data privacy, security and accuracy standards to 

protect sensitive information, particularly under HIPAA and CJIS requirements. 

1. When using protected Township data within an AI system, the system must be 

configured to prevent that data from being shared or used to train, improve, 

or build external data models outside of Northville Township.  

2. Personally Identifiable Information should be anonymized wherever possible. 

3. Implement robust data encryption, access controls and regular security audits. 
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4. Comply with all relevant laws and regulations regarding data handling and 

storage. 

5. Ensure data accuracy by regularly validating and updating data to reflect 

true and current information, minimizing errors and inconsistencies that could 

affect AI system performance and outcomes. 

 

C. Transparency and Accountability 

AI operations and decisions should be transparent, and there should be 

accountability for their outcomes. 

1. Clearly document AI decision-making processes and make this 

documentation available to relevant stakeholders. 

2. ITaC will establish a mechanism for auditing AI systems to ensure they operate 

as intended, which will be included in the annual IT application review.  

3. AI governance will be led by the ITaC Department with oversight of the 

Innovation Committees. 

 

D. Compliance and Legal 

AI use must comply with all applicable laws and regulations. 

1. ITaC, with the guidance of the Innovation Committee, will regularly review AI 

systems for compliance with local, state and federal laws. An AI review section 

will be included in the technology evaluation review process. The evaluation 

will be conducted by the ITaC Department when purchasing new software 

and then on an annual renewal basis moving forward.  

2. The software review process, conducted by ITaC, will research the AI 

applications. 

 

E. Risk Management 

Identify, assess and mitigate risks associated with AI technologies. 

1. A risk assessment to identify potential threats and vulnerabilities will be included 

with the Townships vulnerability assessments that are managed by the ITaC 

Department.  

2. The Innovation Committee will develop and implement risk mitigation 

strategies and processes for AI. 

3. The contingency plans for AI system failures or misuse will be included in the 

Northville Township IT Disaster Recovery Plan. 

 

VI. RESPONSIBILITIES: 

AI Governance Structure for the Charter Township of Northville 

The AI Governance Structure was established and monitored by the Innovation 

Committee for the Charter Township of Northville. They will be responsible for overseeing 

the ethical standards for development, deployment and use of AI technologies, ensuring 

compliance with legal and regulatory standards, managing risks and maintaining 

transparency and accountability in all AI-related activities to safeguard public trust and 

optimize community benefits. 

 

A. Roles and Responsibilities 

 

1. ITaC Department: 

a. Develop, deploy, maintain and review AI systems. 

b. Ensure technical compliance with data security and privacy standards. 
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c. Oversee data protection strategies and ensure that personal data is 

handled in accordance with privacy laws. 

2. Manager’s Office: 

a. Monitor legal and regulatory developments related to AI. 

b. Provide guidance on compliance issues and ensure legal adherence. 

3. User Departments: 

a. Identify opportunities for AI applications within their operations. 

b. Collaborate with ITaC and the Innovation Committee regarding AI 

Governance to ensure AI systems meet their needs and comply with policy 

guidelines. 

4. Individual Employees: 

a. General, non-sensitive Township data may be used with standard AI 

applications when such use does not expose the Township to privacy, 

security or compliance risks. However, any AI application that will process 

sensitive or personal data must first be reviewed and approved by ITaC, 

licensed for use by Northville Township, and configured to ensure that 

Township data is not used to train external AI models or leave the 

Township’s protected environment. 

b. Identify opportunities for AI applications within their individual departments. 

c. Bring AI usage ideas for consideration to the appropriate department 

representative or to an Innovation Committee member.  

 

VII. TRAINING, AWARENESS AND AI USE APPROVAL 

To support responsible adoption of AI technologies, the Township will provide ongoing 

training and establish a clear approval process for AI use. 

 

A. Training and Awareness: 

1. All employees must complete annual AI training, covering ethical use, data 

privacy, security and Township procedures. 

2. New employees will receive AI guidance during onboarding, including 

acceptable use expectations. 

3. Department-specific guidance will be provided for areas such as Public Safety, 

Planning, and Finance to address unique risks and use cases. 

 

B. AI Use Approval Process: 

Northville Township will maintain a comprehensive and consistent process for 

evaluating all technology applications. The ITaC Department will document each 

application and store it in the Township’s asset inventory to ensure proper tracking, 

oversight, and lifecycle management. 

 

1. All existing technology applications will be reviewed annually by the ITaC 

Department. These reviews will assess system performance, security, data handling 

practices, AI capabilities, compliance requirements and overall alignment with 

Township operational needs. 

2. Before any new technology application is purchased, ITaC will conduct a full 

review that includes security, integration requirements, data management 

considerations and AI functionality. Following this evaluation, ITaC will provide a 

recommendation to the Department Director, who will make the final purchasing 

decision. 
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3. As part of both annual reviews and pre-purchase evaluations, ITaC will assess any 

AI features or capabilities within the application. This includes determining whether 

the AI use aligns with Township policy, safeguards Township data and meets 

transparency and accountability standards. ITaC will include an AI approval 

recommendation as a standard component of every application review. 

 

VIII. ENFORCEMENT: 

Any employee found to have violated this policy may be subject to disciplinary action, 

up to and including termination of employment, according to 5.1.008 Disciplinary Policy. 

 

IX. POLICY HISTORY: 

 Created 06/10/2024 

 Reviewed 06/12/2024 

 Reviewed 07/29/2025 

Reviewed 11/12/2025 

 


