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l. PURPOSE:

To establish a framework for the use and management of mobile devices owned by
Charter Township of Northville or personal mobile devices used while working for the
Charter Township of Northville. These devices serve as essential fools for organizational
communication and productivity but also pose risks relating to data integrity and safety.

This policy outlines the procedures and protocols that all Charter Township of Northville
employees are expected to follow to ensure the secure and effective use of mobile
devices while working. The guidelines set forth are aimed at minimizing risk while
preserving the utility and flexibility offered by these devices.

POLICY STATEMENT:

In compliance with Township policy and the State of Michigan Public Act 41 of 2023
amended MCL 257.602b, it is the policy of Charter Township of Northville to regulate the
secure and responsible use of all mobile devices including smartphones, tablets, and
laptops for work-related purposes.

SCORPE:

All employees, including part time, contractual and volunteers of the Township, that
have access to Northville Township owned mobile devices or utilize personal mobile
devices while working are covered by this policy. This policy applies to any employee
operating a township vehicle or driving on township business.

DEFINITIONS:

1. Mobile Devices. Including, but not limited to, smartphones, tablets, and laptops.
2. Northville Township Email: A township-provided email address in the
@NorthvilleTownshipMl.gov domain.

PROCEDURES:

1. Device Registration and Issuance — All township issued cell phones will be
managed and inventoried by the ITaC Department.

A. All fownship owned mobile devices that are used for work-related tasks
must be registered with the Northville Township ITaC Department.

B. Township owned mobile devices will be issued by the ITaC Department,
which will maintain an inventory of all such devices.

2. Distracted Driver - To increase employee safety and eliminate unnecessary risks
while driving, all Charter Township of Northville employees must comply with state
requirements outlined in Public Act 41 of 2023 amended MCL 257.602b and the



guidelines of this policy. Michigan law prohibits holding or using a cellphone while
driving.

A. Township Employees — May not hold or physically operate a mobile device
while operating a township vehicle or while driving on township business. A
full list of prohibited actions can be found in the Michigan Public Act 41 of
2023 amended MCL 257.602b.

Exemptions — The use of a mobile electronic device by a law
enforcement officer, firefighter, emergency medical technician,
paramedic, operator of an authorized emergency vehicle, or
similarly engaged paid or volunteer public safety first responder
during the performance of that individual’s official duties, or a
public utility employee or contractor acting within the scope of
that individual's employment when responding to a public utility
emergency. MCL 257.602b(3)(a). A complete list of exemptions
can be found in the Michigan Public Act 41 of 2023 amended MCL
257.602b.

B. Mobile Device Usage - If a township employee needs to use their hands to
take/make a call or to physically use their mobile devise, they must utilize a
hands free option or pull over safely and lawfully park before using the
mobile device.

3. Use and Handling of Mobile Devices:

A. Mobile devices should not be used in a manner that would likely reflect

negatively on the Township or on the employee as a representative of the

Township (i.e. gambling sites, adult entertainment sites, etfc.).

B. Employees are responsible for keeping the mobile devices secure and in
good working condition.

4. Lost or Stolen Devices:

A. Lost or stolen devices must be reported to the ITaC Department
immediately.

B. The ITaC Department has the authority to remotely wipe township-owned
or registered mobile devices to protect sensitive data.

5. Device Return and Disposal:

A. Employees must return township-owned mobile devices upon termination
of employment or at the ITaC Department’s request.

B. Proper disposal of mobile devices will be coordinated by the ITaC
Department to ensure both data security and environmental responsibility.



VL.

VIL.

VIIL.

RESPONSIBILITIES:

1. Individual Departments: Each department is responsible for informing employees
of this Mobile Device Policy and for enforcing compliance within its teams.

2. Employees: All employees are required to adhere to this policy for any mobile
device usage related to Northville Township business. Failure to comply may result
in disciplinary action according to 5.1.008 Disciplinary Policy.

3. ITaC Department: The IT Department is responsible for registering and tracking
township-issued mobile devices, implementing security protocols, and facilitating
the disposal of mobile devices in accordance with this policy. ITaC is also
responsible for reviewing budgets and resources required for township-issued
mobile devices with each department annually.

ENFORCEMENT:

Compliance with this policy is crucial for maintaining the security and functionality of
Northville Township's mobile devices. Employees found in violation of this policy may face
disciplinary action, up to and including termination of employment, according to 5.1.008
Disciplinary Policy.

Any employee who becomes aware of a violation of this policy is required to report it
immediately to their department head. Failure to report known violations may itself result
in disciplinary action according to 5.1.008 Disciplinary Policy.

RELATED INFORMATION:
State of Michigan Legal Update No. 154
5.1.008 Disciplinary Policy

POLICY HISTORY:
See 1.1.003 Policy Review Process, Section IV(3)(q)




