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CHARTER TOWNSHIP OF NORTHVILLE 

Subject: Data Backup and Recovery Policy Policy: 6.3.003 Pages: 3 

Standards: Data Processing Effective date: 04/19/2023 Revised date: 00/00/0000 
 

I. PURPOSE: 

Data backup and recovery is a critical function in the protection of Northville Township 

data from being lost or damaged. This document provides an outline for recovery in the 

event of a disaster or system failure. The purpose of this policy is to define the guidelines 

for the data backup and recovery at Northville Township. 

II. POLICY STATEMENT: 

It is the policy of the Charter Township of Northville to maintain regular backups of data 

on our servers, verify the integrity of our data held by third parties, and ensure the 

availability of data restoration through regular testing. 

 

III. SCOPE: 

All employees, including part time, contractual and volunteers of the Township, that 

have access to Northville Township email, network servers, or third-party applications are 

covered by this policy. 

 

IV. DEFINITIONS: 

Northville Township Email: A township-provided email address in the @twp.northville.mi.us 

domain.  

 

V. PROCEDURES: 

This policy outlines the scope of backup and recovery regarding email, Township server 

data, and third-party cloud hosted applications. 

It is the responsibility of each department to verify they are in compliance with the State 

of Michigan’s General Schedule for Local Government as outlined on the State’s website  

https://www.michigan.gov and that the data is being stored in a way that it meets the 

retention period.   

 

1. Email - Electronic mail should be considered a communication tool, not a storage 

mechanism. Generally, messages sent to a user’s mailbox are temporary 

communications which are non-vital and should be discarded routinely. However, 

depending on the content of the message, it may be considered a public record. 

Accordingly, employees have the same responsibilities for their mailbox messages 

as they do for any other public record and must be distinguished between record 

and non-record information. 

 

A. Email Backup – Emails, sent or received, through the Northville Township 

domain (@twp.northville.mi.us), regardless of content, are archived in the 

township’s email archiving application for two years from the date sent or 

received.  
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B. Email Recovery:  

i. Employees with a Northville Township email address can request 

the installation of an email archival plug-in for Outlook that will 

allow access to the complete inventory of their own email archive. 

ii. Individuals can request email recovery through a HelpDesk Ticket 

or by emailing itsupport@twp.northville.mi.us. 

iii. Requesting email recovery for another Northville Township 

employee’s email requires prior approval from the individual’s 

department director.  

a. The Northville Township Manager will be notified of any requests 

made to recover emails on any email account that is not their 

own.  

iv. For bulk recovery of emails, allow ITaC a minimum of 48 hours to 

fulfil the request. Example: Large FOIA or discovery from legal 

counsel. 

2. Township Servers 

A. Server Backup – All data on Northville Township hosted servers conduct 

incremental backups nightly for the previous 90 days and full backups 

every month for the last 6 months. All backups are replicated at an offsite 

location for additional redundancy.  

i. Data stored on network drives including the T:, S:, or H: drive can 

be restored as long as they fall within the current recovery window 

outlined above. Anything stored on an individual’s local C: drive is 

not backed up and cannot be recovered. This includes locations 

like desktop files, My Documents, and My Photos.  

B. Server Recovery: 

i. Employees may request recovery of an individual file or folder on a 

Township server through a Helpdesk ticket request or email to 

itsupport@twp.northville.mi.us. 

ii. Complete server recovery due to system failure, or a security 

incident, will result in server outages and may require the 

assistance of the Northville Township technology consultants.  

3. Third-party Applications – All third-party cloud hosted applications vary in their 

retention schedules and capabilities.  

A. It is the responsibility of the individual departments utilizing the third-party 

applications to verify that the platform meets the requirements outlined in 

the General Retention Schedules as defined by the state of Michigan.  

B. The ITaC Department is available to assist in the selection, or configuration, 

of all Township purchased applications including retention schedules.  

 

4. Testing and Validation – It is the responsibility of the ITaC Department to verify the 

backup process is completed successfully through error and failure notification 

reports. The recovery process will be tested periodically to ensure that data can 

be restored in the event of a disaster or system failure.  

 

5. Security and Access Controls – The ITaC Department is responsible for securing 

access control and physical access, restricting to employees who have been 

preapproved.  
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VI. RESPONSIBILITIES: 

It is the responsibility of each department to verify they are in compliance with the state 

of Michigan’s General Schedule for Local Government as outlined on the state’s website   

https://www.michigan.gov and that the data is being stored in a way that meets the 

retention period.   

 

It is the responsibility of the ITaC Department to monitor, secure, update and plan for 

recovery of all Township data backup files.  

 

VII. ENFORCEMENT: 

Because data security and resource protection are critical to the Township, employees 

that do not adhere to this policy may be subject to disciplinary action - up to and 

including termination of employment. 

 

Any employee who becomes aware of any violation of this policy is required to report 

such violation to their department head. 

 

VIII. RELATED INFORMATION: 

Criminal Justice Information Services (CJIS) Security Policy 

State of Michigan General Schedule #30 – Local Government Information Technology 

 

IX. POLICY HISTORY: 

First Draft 3/24/2023 

Reviewed 05/15/2024 

Reviewed 05/15/2025 
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