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Standards: Data Processing Effective date: 12/08/2021 Revised date: 00/00/0000 
 

I. PURPOSE: 

The purpose of this policy is to define the guidelines for the disposal of technology 

equipment and components owned by Northville Township. 

II. POLICY STATEMENT: 

Technology equipment often contains parts which cannot simply be thrown away. Proper 

disposal of equipment is both environmentally responsible and essential to data security. 

In addition, hard drives, USB drives, CD-ROMs and other storage media contain various 

kinds of data, some of which is considered sensitive. In order to protect this sensitive data, 

all storage mediums must be properly erased before reuse or disposed of properly.  

 

III. SCOPE: 

This policy applies to any computer/technology equipment or peripheral devices that are 

no longer needed within Northville Township including, but not limited to the following: 

computers, servers, hard drives, laptops, smart phones, tablets, printers, scanners, portable 

storage devices (i.e., USB drives), and backup tapes. 

 

All Northville Township staff (full, part-time and seasonal) must comply with this policy. 

 

IV. PROCEDURES: 

A. Equipment Disposal 

When technology equipment assets have reached the end of their useful life they 

should be given to the Northville Township IT Department for proper disposal. 

 

If a department has surplus equipment that needs to be removed they will notify 

the IT Department by submitting a request through the Helpdesk system.  

 

Equipment which is working, but reached the end of its useful life to Northville 

Township, will be sold, donated, or disposed of according to current 

environmental guidelines and in accordance to all other security policies.  

 

1. Any technology that has processed data containing Criminal Justice 

Information (CJI), must be disposed of in accordance with the current version 

of the Criminal Justice Information Services (CJIS) Security Policy.  

 

a. Northville Township IT Department will witness onsite shredding of any 

physical media that is deemed to have processed CJI data. A log will 

be kept within the IT Department containing information on description, 

serial numbers, and date of asset disposal. 

b. Northville Township IT Department will erase any physical media that is 

deemed NOT to have processed CJI data in accordance with current 

industry best practices. If the media still has a useful life, the media may 

be sold, donated, or reused.  
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Technology equipment with non-functioning memory or storage technology will 

have the memory or storage device removed and it will be physically destroyed 

prior to recycling. 

 

B. Fixed Asset Equipment 

The IT Department will notify the Finance Department of any technology 

equipment scheduled for disposal that has been capitalized on the fixed asset list.  

 

C. Grants Equipment 

It is the responsibility of the individual departments to verify disposal requirement, 

and notify the IT Department, on any technology equipment acquired through 

grants.   

 

V. RESPONSIBILITIES: 

It is the responsibility of the individual department to notify the IT Department of any 

special disposal requirements outside of the normal disposal process listed above.  

 

It is the responsibility of the IT Department to conduct all technology disposal in 

accordance to this policy and to notify the Finance Department of any equipment that 

has been capitalized on the fixed asset list.  

 

VI. ENFORCEMENT: 

Because data security and resource protection are critical to the Township, employees 

that do not adhere to this policy may be subject to disciplinary action - up to and 

including termination of employment. 

 

Any employee who becomes aware of any violation of this policy is required to report 

such violation to their department head. 

 

VII. RELATED INFORMATION: 

Criminal Justice Information Services (CJIS) Security Policy 
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