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.  PURPOSE:
This policy outlines the acceptable uses of the Charter Township of Northville technology
system.
Il. POLICY STATEMENT:

III.

V.

V.

It is the policy of the Charter Township of Northville to ensure the appropriate use of the
Township's technology systems and any information generated by, tfransmitted via or
stored within.

SCOPE:
This policy applies to all Charter Township of Northville staff (full, part-time and seasonal).
DEFINITIONS:

A. Technology System — Encompasses all equipment and electronic information

owned by the Charter Township of Northvile including, but not limited to, servers,
desktop computers, laptop computers, tablets, phones, data storage devices,
copiers, software applications (on premise or hosted in the cloud).

B. Freeware - Software that is available free of charge.

C. EULA - End-user license agreement that is a legal contract entered into between a
software developer or vendor and the user of the software.

D. Removable Media - For the purposes of definition, the following items shall fall
under the category of removable media: Flash Drives and flash memory storage,
R/W Compact Disc or DVD media, and USB remote storage devices.

E. Flash Drive - A small electronic device containing flash memory that is used for
storing data or transferring it to or from a computer or device.

F. CIP - Capital Improvement Plan including projects $25,000 or more & useful life
greater than 1 year.

PROCEDURES:

A. Procurement

1. Any technology solutions covered under the Charter Township of Northville
Technology System must be discussed with the IT Department prior to
purchasing. This will ensure proper support, compatibility and reduce
redundancy with other existing technology across the Township.

a. The Information Technology Director will meet with each Department
Head annually to discuss the technology budget line item (Data
Processing Account). The discussion includes:

i. Department Heads will outline technology needs/requests for the
upcoming budget year.
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i. The IT Director will complete an overview of reoccurring
technology line items and present technology suggestions where
needed.

ii.  The IT Director will provide ideas and options along with
descriptions and budget estimates for all Department technology
needs/requests.

iv. If atechnology system purchase meets the CIP requirements it is
the responsibility of the Department Head to complete and
submit the project through the CIP process. The IT Department will
provide assistance with gathering budgetary project quotes and
description information as needed.

2. Miscellaneous Technology Purchases

a.

o.

Technology system needs/purchases that arise during a budget year
must to be discussed with the IT Department.

Any purchases charged to a data processing account will be reviewed
and signed off by the IT Director.

B. Hardware & Software
1. All hardware and software applications must be properly licensed, and license
details will be documented and tracked by the IT Department.

a.

b.

The IT Department will not knowingly provide support for software that a
user possesses in violation of its license agreement. IT Staff requires proof
of license before installing on a Township-issued device.

Software trials are allowed with the research and approval of the IT
Department.

2. The following practices are strictly prohibited:

a.

e.
f

3. Remo
Q.

b.

C.

Modification, or attempted modification of the Charter Township of
Northville Technology System without the expressed consent of the
Township's Information Technology Department.

Unauthorized access, or attempted unauthorized access, to any
part of the Charter Township of Northville technology system.
Downloading and/or installing free software without the expressed
consent of the Township’s Information Technology Department.
Freeware often comes with issues, which include, but are not
limited to, lack of support, uncontrolled advertising banners,
network security concerns, and unacceptable end-user license
agreement (EULA).

. Intentionally seeking information on, obtaining copies of, or

modifying files, other data, or passwords belonging to other users,
or misrepresenting other users on the network.
Destruction, modification, or abuse of Township hardware and/or
software.
Use of the network for any unlawful purpose.

vable Media
The use of personal or giffted removable media is disallowed in any
form or function within the Township Technology system
environment unless approved by the IT Department due to
increased security risks.
Township-issued removable media devices can be obtained from
the IT Department.
Township-issued removable media devices should only be used to
transfer data between known protected devices.
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d. Personal or gifted flash drives are prohibited because of security
risks unless approved by the IT Department.
For the purposes of this policy, on premise and hosted applications should be
treated the same and are subject to all of the requirements within this policy.

C. Internet Usage

1.

Users have no right to privacy while using the Charter Township of Northville
Internet Systems. The IT Department monitors users’ online activities and
reserves the right to access, review, and copy or store any electronic
communications or files that flow through the Township's internet connection.
This includes any items stored on Township-provided devices, such as files, e-
mails, cookies, and internet history.
The IT Department filters internet tfraffic in an attempt to reduce security risks
and bandwidth usage, restrict employee access, and prevent misuse.
a. Internet access levels and user groups are configured by the IT
Department.
b. Individual user level access must be approved by the individual
Department Head or a designee.

c. Users shall not use any website, application or methods to bypass
filtering of the network or perform any other unlawful activities.
Establishing network or internet connections for live communications without

the approval of the Information IT Department is prohibited.

D.Township Email System

. Township employees represent the Charter Township of Northville whenever

they use their Township email address. Employees must not use their Township
email account to:

a. Sign up for illegal, unreliable, disreputable or suspect websites and
services.

Send unauthorized marketing content or solicitation emails.
Send mass notification emails to external contacts.
Send insulting or discriminatory messages and content.

e. Intentionally spam other people’s emails, including their coworkers.
The Township has the right to monitor and archive township emails, inbound
and outbound.

Email is often a medium of hacker attacks, confidentiality breaches, viruses
and other malware. These issues can compromise the Township's reputation,
legality, and security of our equipment. Township employees must:

a. Select strong passwords that can be remembered without

writing them down and keep them secret.

b. Avoid opening atftachments and clicking on links when content is

not adequately explained or looks suspicious.

c. Check email and names of unknown senders to ensure they are

legitimate.

d. Look forinconsistencies or style red flags (e.g. grammar mistakes,

capital letters, excessive number of exclamation marks.)

e. Notify IT Support Helpdesk if they aren’t sure that an email they

received is safe.

f. Review the daily email quarantine email message and contact the

IT Department if unsure if a message is safe to approve.
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VL.

VIL.

VIIL.

E. The Charter Township of Northville Network

1. Only computers and devices that have been registered or approved by the
Charter Township of Northville IT Department may be connected to the
Township's network. Users must not attempt to circumvent this process.

2. Excessive or improper use of network resources that inhibits or interferes with
use by others is prohibited and will be cause for action by the IT Department,
which may include restricting, limiting or disabling network access.

3. Connecting network switches, routers, access points or any other networked
device is strictly prohibited by any individual outside of the IT Department and
in any location outside of the IT Server Room unless approved by the IT
Department.

4. All network user access will be conducted under unique user accounts that
are assigned to every approved network user. Account holders may not allow
others to use their personal accounts. The person holding an account is
responsible for its use, and all activity originating from that account, at all
times.

F. Security

1. The Charter Township of Northville uses various measures to ensure the security
of its Technology System and resources. Users should be aware that the
Township cannot guarantee such security and should apply appropriate
safeguards for their accounts, such as guarding their passwords and changing
passwords regularly as outlined in the Township's Security Password Protection
Policy - 6.1.105.

2. Personal files stored in department directories (EX: T & R Drives) and public
directories (EX: S Drive), are pubilic files that can be viewed, copied, or deleted
by other users who may have access to those directories.

G. External Policies
1. Digital Information created, viewed, modified, transmitted, disseminated,
stored, or destroyed on the Charter Township of Northville technology system is
also subject to the following external policies:

a. Criminal Justice Information Services (CJIS) Security Policy
b. HIPAA Act

RESPONSIBILITIES:

It is the responsibility of the IT Department to provide guidance, oversight, and security for
all the Charter Township of Northville technology systems.

It is the responsibility of the employee to utilize the Charter Township of Northville
technology system in an acceptable way for the intended use.

ENFORCEMENT:

Any employee found to have violated this policy may be subject to disciplinary action,
up to and including termination of employment. Actions for violating this policy may also
include the following:

A. Deactivation of Township user account
B. Disconnection from the network
C. Prosecution under applicable civil or criminal laws

RELATED INFORMATION:




Criminal Justice Information Services (CJIS) Security Policy

IX. POLICY HISTORY:
See 1.1.003 Policy Review Process, Section IV(3)(q)






