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I.  PURPOSE:

The purpose of this policy is to establish a standard for the creation of strong passwords,
the protection of those passwords, and the frequency of change. The information in this
policy is also bound, but not limited, to the following policies:

a. Criminal Justice Information Services (CJIS) Security Policy
b. National Crime Information Center (NCIC) Operation Manual

POLICY STATEMENT:

Passwords are an important aspect of Northville Township's computer security. They are
the front line of protection for user accounts across technology applications. A poorly
chosen password may result in a cyber security incident involving the township network.
As such, all fownship employees (including elected officials, contractors, and vendors
with access to systems) are responsible for taking the appropriate steps, as outlined
below, to select and secure their password.

Northville Township utilizes usernames and passwords as the main identifier for employees
across multiple applications and platforms. This document provides a single password
policy which is fo be applied uniformly across all of the township IT systems and provides a
guideline to support users in crafting passwords.

SCOPE:

The scope of this policy includes all personnel who have or are responsible for an
account (or any form of access that supports or requires a password) on any system that
resides at any township facility, has access to the township network, has access to
township data in the cloud, and/or LEIN/NCIC network, or stores any non-public fownship
data including LEIN-based Criminal Justice Information (CJI).

DEFINITIONS:
Individual Password: A password that is assigned to one employee that provides access to
a device, application, or website.

Group Password: A password that is shared with more than one person. Group passwords
are an inherent security problem since more than one person is permitted to know the
password.

Group Policy: A group of settings that are maintained on the Northville Township server
environment and are applied automatically to employees.

CJIS: Criminal Justice Information Services is an FBI Division that provides a range of state
of-the-art high—-tech tools and services to law enforcement, national security and
inteligence community partners, and the general public.



NCIC: National Crime Information Center is an electronic database of crime data that
can be accessed by criminal justice agencies nationwide, 24 hours a day, 365 days a
year.

LEIN: Michigan Law Enforcement Information Network is a statewide computerized
information system that services the Michigan's criminal justice agencies.

LASO: All agencies that have access to criminal justice information are required to
appoint a Local Agency Security Officer (LASO).

MEFA: Multi-factor Authentication, also called two-factor authentication (2FA), is a
method of granting access to a system only after presenting two or more
credentials(factors). MFA is commonly divided into “something you know" like a
password, and “something you have"” like a physical token or authenticator.

Microsoft 365: A suite of cloud-based services and software offered by Microsoft
including Office.com, Microsoft Office (Word, Excel, PowerPoint, etc.), Outlook(email),
OneDrive, Teams, and many other products.

PROCEDURES:
A. Network Password Requirements
1. All Northville Township network passwords must meet the following minimum
requirements:

Be a minimum length of twelve (12) characters (Group Policy Controllied)
Not be the same as the User id (Group Policy Controlled)

Expire within 90 calendar days (Group Policy Controlled)

Not be identical to the previous ten (10) passwords (Group Policy Controlled)
Not displayed when entered. (Group Policy Controlled)
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2. If accessing CJIS data, login credentials must also meet the additional
password requirements outlined in the most recent version of the CJIS Security
Policy.

If a network password is entered incorrectly five times, the township network
will automatically lock the account for 10 minutes.

B. Microsoft 365 MFA Requirement
Access to the Township's Microsoft 365 environment will require the use of multi-
factor authentication (MFA) or follow current industry best practices. An
employee’s password will serve as the primary authentication factor. The IT
Department will review, determine, and communicate the approved secondary
authentication methods.

C. Password Protection Standards
Do not share Northville Township individual passwords with anyone, including
Information Technology staff or any other employees. All passwords are to be
treated as sensitive, confidential township information. The following actions are
strictly prohibited:

1. Revealing a password over the phone to anyone.
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Revealing a password in an email message.

Revealing a password to a supervisor. (Individual password only)
Talking about a password in front of others.

Hinting at the format of a password (e.g., “my family name”).
Revealing a password on questionnaires or security forms.

Sharing a password with family members.

Revealing a password to a co-worker while on vacation. (Individual
password only)

Writing passwords down and storing them anywhere in your office.
10. Storing passwords in a file on ANY computer system unencrypted or
without password protection on the password file.
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If someone demands your password, refer them to this document or have them
call the Information Technology and Communication’s Director.

If you feel that your password has been compromised in any way, it is important to
notify the Information Technology Department through the Helpdesk ticketing
system with an urgent priority or by calling a member of the IT Department directly
ASAP. Once the Information Technology Department has been notified, users are
encouraged to change their existing password to assist in protecting the Township
network.

Password Reset Procedure
1. With access to current network password:

a. While logged into a Northville Township networked computer press
CtrlI+Alt+Delete.

b. Select “Change a password” from the list of options

c. Enter the current password, new password, and then confirm the new
password.

2. Without access to the current network password:

a. Contact the Information Technology Department and request a password
reset.

b. Request should be made in one of the following approved methods:

i) Inperson
i) Requested by a Supervisor
i) Requested through township email (if access is available)

iv) Request from a township issued cellphone.
(1) No password reset request will be approved from a personal email account.

Password will be reset to a default password which will require the township
employee to set a unique password at their next login attempt.

Application Password Standards

Application(s) deployed for Township use must ensure their authentication
procedures contain the following security precautions. This includes on premise
and cloud applications.

1. Supports authentication of individual users, not groups.
a. Does noft store passwords in clear text or in any easily reversible form.
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2. Should provide some sort of role management, such that one user can take
over the function of another without having to know the other’s password.

3. Advanced authentication features including dual authentication, should be
utilized whenever possible for accessing data remotely or in the cloud.

F. Password/Account Sharing (Group Passwords)

1. Avoid shared passwords whenever possible. Password sharing should be the
exception and not the rule.

2. Password/account sharing should not be used to bypass the purchasing of
additional user licenses.

3. Avoid having employees share passwords to common resources and
applications unless it is necessary.

G. Password Management Options

1. For more information on the Northville Township Password Management
Application contact the IT Department at [TSupport@twp.northville.mi.us.

VI.  RESPONSIBILITIES:
It will be the responsibility of the Information Technology Director (or designee) along with
the Northville Township LASO to review the password protection policy yearly or as
significant changes are made to any policies bound to this policy.

It is the responsibility of the township personnel to keep their individual passwords safe
and secure.

The Township ITaC Department will review advice from the Microsoft strong passwords
recommendation dashboard annually.

VIl. ENFORCEMENT:
Any employee found to have violated this policy may be subject to disciplinary action,
up to and including termination of employment.

VIII.  RELATED INFORMATION:
1. Criminal Justice Information Services (CJIS) Security Policy
2. National Crime Information Center (NCIC) Operation Manual

IX. POLICY HISTORY:
This policy is an update to the existing Northville Township Information Technology
Resource Policy.
Reviewed 08/24/2023
Reviewed 08/24/2024
Reviewed 02/25/2025
Reviewed 08/24/2025
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