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CHARTER TOWNSHIP OF NORTHVILLE 

Subject: Personally Identifiable Information Policy Policy: 6.1.004 Pages: 2 

Standards: Security Effective Date: 02/26/2025 Revised Date: 00/00/0000 

 

I. PURPOSE: 

The purpose of this policy is to define rules and requirements when sharing Personally 

Identifiable Information. These rules and requirements are designed to minimize the 

potential exposure to the township from damage which may result from unauthorized 

access or exposure of PII. Damages include the loss of sensitive or confidential data, 

damage to public image, and fines or other financial liabilities incurred because of those 

breaches. 

 

II. POLICY STATEMENT: 

It is the responsibility of Northville Township employees with access to PII to ensure that the 

appropriate laws and regulations are observed any time they are sharing PII via encrypting 

all communications including PII and ensuring all stored PII data is kept on secure systems. 

The ITaC department will assist employees in finding tools to store and send this type of 

data. ITaC will also monitor for improperly stored and transmitted PII. 

 

III. SCOPE: 

All Charter Township of Northville Staff (full, part-time, and seasonal), elected officials, 

and vendors allowed access to township systems must comply with this policy. 

 

IV. DEFINITIONS: 

PII – Personally Identifiable Information (PII) is information that can be used to distinguish 

or trace an individual’s identity, directly or indirectly. Examples include name, social 

security number, mother’s maiden name, medical information, financial records, 

educational history, biometric data, and employment information.  

PCI – Payment Card Industry Data Security Standard, compliance with these standards 

mitigates leaked PII and card payment fraud. 

CJIS – Criminal Justice Information Systems security standards heavily involve protecting 

PII we collect through Public Safety.  

HIPAA – Health Insurance Portability and Accountability Act privacy rules protect 

individuals PII pertaining to healthcare and medical records. 

 

V. PROCEDURES: 

Please contact the Information Technology Department prior to storing or sending any PII 

if no existing procedure has been provided. Any PII sent via email must be encrypted. 

See your supervisor/director if you need to obtain the tools to send encrypted email. 

 

Proper methods of storing data including PII will be determined based on the specifics of 

the data involved, contact the IT department for an approved method of storing PII prior 

to saving it to any township system. 
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VI. RESPONSIBILITIES: 

Employees are required to notify their director of any unsecured PII they encounter, and 

any secured PII they have access to and do not need. 

 

VII. ENFORCEMENT: 

Any employee found to have violated this policy may be subject to disciplinary action,  

up to and including termination of employment. 

 

VIII. RELATED INFORMATION: 

PCI Data Security Standard can be found here. 

CJIS Security Policy can be found here. 

HIPAA rules and details can be found here. 

 

IX. POLICY HISTORY: 

Draft submitted 02/10/2025 

Reviewed 02/19/2025 

  

https://www.pcisecuritystandards.org/standards/pci-dss/
https://le.fbi.gov/cjis-division/cjis-security-policy-resource-center
https://www.cdc.gov/phlp/php/resources/health-insurance-portability-and-accountability-act-of-1996-hipaa.html

