£
§

&F

%
2
%
E e o
e

£
&

P ¥ Withay,

AT o MO CHARTER TOWNSHIP OF NORTHVILLE

Subject: Building Security Electronic Access \ Policy: 6.1.002 \ Pages: 3
Standards: Security ‘ Effective date: 08/18/2020 | Revised date: 07/25/2023
.  PURPOSE:

The purpose of this policy is to identify Northville Township safety and security measures in
place at the following facilities:

A. Northville Township Hall (44405 Six Mile Road)

B. Essential Services Complex (40911 Seven Mile Road)
C. Fire Station (45745 Six Mile Road)

D. Public Services Building (16225 Beck Road)

POLICY STATEMENT:

Northville Township recognizes a responsibility to provide staff, volunteers, contractors, sub-
contractors, vendors and visitors to its facilities a safe environment where they and their
possessions will be offered a reasonable degree of protection. To ensure this safety goal,
the following procedures within this policy will be followed.

SCOPE:
This policy applies to all Township employees and public officers that work in or have
access to any of the four facilities listed above.

DEFINITIONS:
A. Employee: All full or part-time persons who are compensated for their services by the
Township.

B. Public Officer: An elected official of the Township or a person appointed to a Township
board or commission.

C. Visitor Access Doors: Are perimeter doors that are accessible to visitors during regular
business hours that do not require (or additional) access permission.

1. Township Hall Visitor Access Doors (8:00am — 4:30pm)
a. Main Entrance
b. Finance Dept West Door Entry
c. Building Dept East Door Entry

2. Public Safety Headquarters (7:00am — 4:00pm)
a. PD - Main Front Door

D. Perimeter Doors: Doors, with the exception of the doors designated as visitor access
doors, that remain secured at all times. These doors shall not be unlocked or held open
unless Township personnel are present.




E. Interior Doors: Doors that allow access to secured areas of the buildings from public

areas. These doors shall remain closed and locked at all fimes unless being used by
Township personnel with approved access.

F. Proximity Card/Fob: Devices (card or fob) that allow access through Township doors

that are equipped with card reading units that unlock based on predefined rights.

G. Temporary Badge: Proximity card given to approved visitors, contractors, and

consultants that need temporary building access for a predetermined time period.
Includes Temporary Badge, as defined in 12.1.003 Contactor Access.

1.

Township Hall temporary access card procedure
Refer to Section ll, subsection b(i) of 12.1.003 Contractor Access.

Public Safety Headquarters

Temporary access cards can be obtained from a Public Safety Officer within
dispatch. All temporary access cards that are given will be recorded on a log
in dispatch which will include name, company, check-out date/time, and
returned date/time. All visitors that have not completed the proper CJIS
training, been fingerprinted (MI/FBI) and name-based background checked
through LEIN and locally are to be escorted through the building at all times.

V. PROCEDURES:
A. Employee Proximity Card/Fob

1.

New Employees/Public Officers - Requests for proximity card/fob for new
employees will be handled through the on-boarding process which starts with
a Human Resources Personnel Action Form.

a. Due to security, employees and/or public officers will be limited to a
single proximity card/fob.

Lost or Damaged Card/Fob — A lost card/fob must be reported as soon as
possible to start the archive process and ensure prevention of unauthorized
facility access. A lost or damaged card/fob shall be reported to the
individuals Director and to Information Technology Department through the
standard HelpDesk reporting system.

Building Access Changes — Building access changes should be requested
through your immediate supervisor and submitted to the Information
Technology Department by the Director or an authorized representative.

a. Changes to standard employee access must be approved by the
Township Manager prior to submitting to the Information Technology
Department.

Employee Departure - Requests for proximity card/fob shut offs for departing
employees will be handled through the off-boarding process which starts with
a Human Resources Personnel Action Form.

Temporary Access — a temporary access card will be assigned by the
Information Technology Department for Township Hall and by the
Communications Center (Dispatch) at the Public Safety Headquarters. A log of
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issued temporary cards will be kept at each location that will include name,
business, and the date/time the card was issued and returned. Refer to
12.1.003 Contractors Access for more details.

6. Expiration Date — Proximity cards expire on a 5-year rotation. The review and
replacement of proximity cards will be handled by the Information Technology
Department.

FORMS:
User Access Forms (Employee Departure, New Hire and Status Change)

RESPONSIBILITIES:

It is the responsibility of each individual department to inform the Information Technology
Department of any employee status change that results in building access. It is the
responsibility of the Information Technology Department to update the access software
and perform a yearly audit of building access.

ENFORCEMENT:
Any employee found to have violated this policy may be subject to disciplinary action,
up to and including termination of employment, according to 5.1.008 Disciplinary Policy.

RELATED INFORMATION:

Building Access & Key Inventory
Emergency Button Form

5.1.008 Disciplinary Policy
12.1.003 Contractors Access
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