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CHARTER TOWNSHIP OF NORTHVILLE 

Subject: Security Remote Access Policy: 6.1.001 Pages: 6 

Standards: Security Effective date: 08/20/2020 Revised date: 00/00/0000 
 

I. PURPOSE: 

The purpose of this policy is to define rules and requirements for connecting to the 

Northville Township network from any host. These rules and requirements are designed to 

minimize the potential exposure to the township from damages which may result from 

unauthorized use of township resources. Damages include the loss of sensitive or 

confidential data, damage to public image, damage to critical township  internal 

systems, and fines or other financial liabilities incurred as a result of those losses. 

 

II. POLICY STATEMENT: 

Remote access to the Northville Township network is essential to maintain our Team’s 

productivity, but in many cases this remote access originates from networks that may 

already be compromised or are at a significantly lower security posture than our 

Township network. While these remote networks are beyond the control of Northville 

Township, we must mitigate these external risks to the best of our ability. 

 

It is the responsibility of Northville Township employees with remote access privileges to 

ensure that their remote access connection is given the same consideration as the user's 

on-site connection to the Township network.  

 

Remote access to the internal network through the Northville Township remote access is 

strictly limited to Township employees with approved remote access, (hereafter referred 

to as “Authorized Users”). When accessing the Northville Township network remotely, from 

a personal computer or a Township issued computer, Authorized Users are responsible for 

preventing access to any Northville Township computer resource or data by non-

Authorized Users. Performance of illegal activities through the Northville Township network 

by any user (Authorized or otherwise) is prohibited. The Authorized User bears 

responsibility for and consequences of misuse of the Authorized User’s access.  

 

Authorized Users are responsible for ensuring that anti-virus software is installed and up to 

date whether utilizing a personal computer or a township issued device.  

 

Northville Township Department Heads are all considered Authorized Users within the 

Northville Township network unless otherwise requested to be denied access or access 

has been removed.  

 

Northville Township’s non department head employees can be considered for eligibility 

to receive remote access rights. Any employee requesting remote access should submit 

their request through their individual department’s procedures before any access 

request is made to the Information Technology and Communications Department. All 

remote access requests should be made from a department head or the township 

manager’s office utilizing the Telecommuting Authorization Form.      
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A.  Requirements 

1. Secure remote access must be strictly controlled with encryption (i.e., 

Virtual Private Networks (VPNs)) and strong passphrases. 

2. Authorized Users shall protect their login and password, even from family 

members. 

3. While using remote access to connect to Northville Township's internal 

network, Authorized Users shall ensure the remote host is connected to an 

authorized internet connection that the user has under their complete 

control. Authorized networks include personal home internet connections 

and mobile hotspot connections. Examples of unauthorized network 

connections include restaurants, hotel, or other free public internet 

connections.   

4. All hosts that are connected to Northville Township’s internal networks via 

remote access technologies must use the most up-to-date anti-virus 

software. This includes personal computers. Up-to-date anti-virus software 

includes making sure your subscription/license is current, and the 

application is set to update definitions automatically.   

5. Personal equipment used to connect to Northville Township's networks must 

be reviewed and approved by the Northville Township Information 

Technology division for proper computer standards.  

 

III. SCOPE: 

This policy applies to all authorized users with a Township owned or personally owned 

computer or workstation used to connect remotely to do work on behalf of Northville 

Township. This policy covers all technical implementations of remote access used to 

connect to Northville’s networks.  

 

IV. DEFINITIONS; 

VPN:  A virtual private network (VPN) is a network that is constructed using public wires — 

usually the internet — to connect remote users or regional offices to a company's private, 

internal network. 

 

Authorized User: Township employees with approved remote access. 

 

Host: A host is a technology device used to gain access to networks or databases located 

on a computer network. (Personal computer, iPad)  

 

V. PROCEDURES: 

Please contact the Information Technology Department to confirm access rights prior to 

VPN setup and configuration.  

 

Township Owned Laptop – VPN and Remote Desktop Access applications will be installed 

by the Information Technology Department. 

 

Personal Laptop/PC – Schedule an install meeting with the Information Technology 

Department and bring your personal laptop. If you are utilizing a desktop PC at home or 

cannot bring your personal laptop into the building, please refer to the VPN Self Setup 

Guide. 

 

VI. FORMS: 

N/A 
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VII. RESPONSIBILITIES: 

The Information Technology Department will be responsible to distribute remote access 

equipment and assign remote access rights to authorized remote user. Individual 

department heads will be responsible to complete the Telecommuting Authorization 

Form and get approval from the Managers Office for any non-department head 

employees. 

VIII. ENFORCEMENT: 

Any employee found to have violated this policy may be subject to disciplinary action, 

up to and including termination of employment. 

 

IX. RELATED INFORMATION: 

Telecommuting Authorization Form 

 

X. POLICY HISTORY: 

This policy is an update to the existing Northville Township Information Technology 

Resource Policy.  

Reviewed 08/20/25  

 

 


