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CHARTER TOWNSHIP OF NORTHVILLE 

Subject: Social Security Number Privacy Policy Policy: 5.2.004 Pages: 3 

Standards: Employment Relationship Effective Date: 04/14/2022 Revised Date: 00/00/0000 

 

I. PURPOSE: 

Pursuant to Michigan state law, it is the policy of the Charter Township of Northville to 

protect the confidentiality of social security numbers.  No person shall knowingly acquire, 

disclose, transfer, or unlawfully use the social security number of any employee or other 

individual unless in accordance with applicable state and federal law and the procedures 

and rules established by this policy. 

 

II. POLICY STATEMENT: 

In order to combat identity theft, the Charter Township of Northville will make every 

possible effort to keep highly sensitive social security numbers private. 

 

III. SCOPE: 

All employees of the Charter Township of Northville. 

 

IV. DEFINITIONS: 

Social Security Number: Includes both the entire nine-digit number and more than four 

sequential digits of the number. 

 

V. PROCEDURES: 

1. Public Display: Social security numbers shall not be placed on identification cards or 

badges, membership cards, permits, licenses, time cards, employee rosters, bulletin 

boards, or any other materials or documents that are publicly displayed.  Documents, 

materials, or computer screens that display social security numbers or other sensitive 

information shall be kept out of public view at all times. 

 

2. Access to Social Security Numbers: Only persons authorized by the responsible 

department or other administrative unit head shall have access to information or 

documents that contain social security numbers. 

 

3. Mailed or Transmitted Documents: Documents containing social security numbers 

shall only be mailed or transmitted in the following circumstances: 

 

a. State or federal law, rule, regulations, or court order or rule authorizes, permits, 

or requires that a social security number appear in a document. 

 

b. The document is sent as part of an application or enrollment process initiated 

by the individual whose social security number is contained in the document. 

 

c. The document is sent to establish, confirm the status of, service, amend, or 

terminate an account, contract, policy, or employee or health insurance 
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benefit or to confirm the accuracy of a social security number of an individual 

who has an account, contract, policy or employee or health insurance 

benefit. 

 

d. The document or information is a copy of a public record filed or recorded 

with the county clerk or register of deeds office and is mailed by that office to 

a person entitled to receive that record. 

 

e. The document or information is a copy of a vital record recorded as provided 

by law and is mailed to a person entitled to receive that record. 

 

f. The document or information is mailed by or at the request of an individual 

whose social security number appears in the document or information or his or 

her parent or legal guardian. 

 

g. Documents containing social security numbers that are mailed or otherwise 

sent to an individual shall not reveal the number through the envelope 

window, nor shall the number be otherwise visible from outside the envelope or 

package. 

 

h. Social security numbers shall not be sent over the internet or a computer 

system or network (e.g. through e-mail) unless the connection is secure or the 

transmission is encrypted.  No individual shall be required to use or transmit his 

or her social security number over the internet or a computer system, or to gain 

access to an internet website, computer system, or network (e.g. through e-

mail) unless the connection is secure, the transmission is encrypted, or a 

password or other unique personal identification number or other 

authentication device is also required to gain access to the internet website or 

computer system or network.  

 

4. Storage and Disposal:  

 

a. All documents or files that contain social security numbers shall be stored in a 

physically secure manner.  Social security numbers shall not be stored on 

computers or other electronic devices that are not secured against 

unauthorized access.   

 

b. Documents or other materials containing social security numbers shall not be 

thrown away in the trash; they shall be discarded or destroyed only in a 

manner that protects their confidentiality, such as shredding. 

 

5. Information Collected: Social security numbers should only be collected where 

required by federal and state law or as otherwise permitted under the Michigan 

Social Security Number Privacy Act.  If a unique identifier is needed, a substitute for 

the social security number shall be used.  

 

VI. ENFORCEMENT: 

Any person who fails to comply with this policy shall be subject to disciplinary action as 

outlined in 5.1.008 Disciplinary Policy. 
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VII. RELATED INFORMATION: 

Social Security Number Privacy Act of 2004 

 

VIII. POLICY HISTORY: 

Created 04/14/2022 

Reviewed 05/16/2023 

Reviewed 05/16/2024 

Reviewed 05/16/2025 

  


