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. PURPOSE:

This Social Media Policy sets the expectations for social media use for Township staff, both
on behalf of Northville Township and personally. It's designed to help protect the
Township's reputation, ensure legal compliance and support a culture of professionalism
and respect.

Social media is an important tool for sharing news, safety alerts, and community updates.
It also encourages public engagement and builds stronger connections between the
Township and the people we serve.

In emergencies, social media plays a key role in quickly sharing information and
coordinating response efforts.

This policy provides clear guidelines to help staff use social media responsibly and
effectively, supporting both our organization and the community we represent.

. POLICY STATEMENT:
Northville Township is committed to consistent, professional communication across all
departments and platforms. This policy ensures that all employees follow the same social
media guidelines to effectively represent the Township, its values and its community.

All departments are encouraged to collaborate and share content ideas, with support
from the Information Technology and Communications (ITaC) team for branding, style and
consistency.

This policy also guides appropriate social media use by employees and public officers,
both on and off the clock, to protect confidential information, uphold ethical standards
and maintain public frust.

Our goal is to support creative and effective communication while minimizing risk and
preserving the Township's reputation.

lll. SCOPE:
This policy applies to all individuals associated with the Northville Township, including
employees and public officers (hereinafter referred to as employees). It encompasses any
involvement in creating or contributing to any form of social media.

IV.  DEFINITIONS:

a. Township Branding and Style Guide - A set of guidelines and standards established
by Northville Township for consistent branding, messaging and visual identity in
communication materials.

b. Dissemination Strategy - A plan outlining how and when social media content will
be shared with the intended audience.
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Approval Process - A structured procedure for reviewing and obtaining
authorization for social media posts.

Cyber-Vetting - The process of conducting online due diligence to investigate and
evaluate individuals or groups posting content online.

Personal Media Channels - Online platforms, profiles or accounts used by Township
employees for personal communication, expression or networking.

Protected Concerted Activity - Actions protected by applicable federal or state
laws, including constitutionally protected free speech, whistleblowers reports or
activities considered "protected concerted activity" under the Michigan Public
Employment Relations Act.

FOIA (Freedom of Information Act) - A law that allows members of the public to
request access to government records, including social media content.

Township Social Media Accounts - Official social media profiles and pages owned
or operated by Northville Township for communication and information-sharing
purposes. This includes, but is not limited to, platforms such as Facebook, Instagram,
LinkedIn, YouTube and others used for communication through photos, short
messages, videos and more.

Communication Guidelines - Established rules and principles governing
communication practices, including content quality, tone and style as outlined in
the Northville Township Brand Style Guide.

Sprout User - Any Township employee who has completed the required training and
been granted access to post on official Township social media channels through
Sprout Social.

Employee - All individuals, whether full or part-time, who receive compensation for
their services from the Township.

Public Officer - An elected official of the Township or an individual appointed to
serve on a Township board or commission.

Social Media Request Form - A standardized form available within the Northville
Township HelpDesk platform for initiating social media post requests, designed for
efficiency and fracking purposes.

PROCEDURES:
A. Social Media Posting - Township Media Channels:

1. The requestor initiates a social media post request in the following ways in the
preferred order for efficiency and tracking and reporting purposes.

a. Complete a '‘Communications Request Form’ located within the
Northville Township HelpDesk platform.

i. For more information regarding the Help Desk procedures
reference the ‘ITAC Help Desk Policy’ 6.2.002.

b. If you're wunable to access the ficketing system, email
communications@twp.northville.mi.us with all relevant details and any
photos or videos. A ticket will be created for you automatically.

2. Departments are encouraged to take the lead in crafting their own text, visuals,
and creative ideas, as they are the subject matter experts possessing valuable
insights into the information that the Township aims to share. ITaC is in place to
ensure that the content aligns with the communication guidelines including the
Township Branding and Style guide, thus maintaining a consistent and unified
communication approach.

a. Sharing Photos — When sharing photos with ITaC, follow these steps to
ensure the highest-quality resolution media possible:

i.  Send high-resolution media without resizing.
iPhone Process:
1. Open your Photos App on your iPhone
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Find the first picture you want to send to ITaC
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3. Press the ‘Share’ button 0

4. Select the method to send. (Text, Mail)

5. If prompted for size, always select ‘Actual Size’

i. Forlarger files over 25 MB, send them directly to an ITaC staff
members cellphone via text, share an iCloud link for multiple
pictures, or add photos to the “Photo Drop” folder on the S
drive: S:\Photos\_Photo Drop. If you add photos to the Photo
Drop folder, please notify
communications@twp.northville.mi.us.

3. ITaC collaborates with individual departments, incorporating their information
and recommendations to craft the message and a dissemination strategy that
is in alignment with the Township's communication guidelines. This collaborative
effort ensures the creation of effective and compliant social media content
that is ready for the approval process.

4. After ITaC and the original requester have agreed upon the message and
dissemination strategy, the content undergoes an approval process.

5. Content must be approved by the original requester and their department
director or designee before it moves forward.

6. Once approved, ITaC schedules the post based on dissemination strategy
already discussed with the original requester, ensuring alignment and
coordination with existing departmental posts.

7. If dissemination strategy changes, ITaC will notify the requester or department
of the changes.

B. Social Media Posting — Township Media Channels - “Going Live”

1. With proper approval, Township employees may go live on official social media
channels outside of regular hours—even if they are not a designated Sprout
User or Social Media Administrator.

a. Alllive broadcast requests must follow the standard approval process
outlined in this policy.

b. The requester must provide their live stream plan—including purpose,
key talking points, and any supporting visuals—to [TaC. Together, they
will finalize the details.

c. Once approved, the employee will be temporarily granted the
necessary access to go live as planned.

C. Social Media Posting - Personal Media Channels

Northville Township respects employees’ rights to use personal social media. This
section outlines expectations to ensure personal posts don't interfere with
Township operations or reputation.

1. Before creating online content, consider some of the risks and rewards that are
involved. Employees are free to express themselves as private citizens on social
media sites to the degree that their speech and/or language does not impact
working relationships of Northville Township or impede the performance of their
duties.

2. Do not use Northville Township email addresses to register on social networks,
blogs, or other online tools utilized for personal use. Employees may not reveal
confidential information gained through their employment on social media or
social networking platforms.
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. Ensure that postings or comments are consistent with Northville Township
policies, which includes prohibiting unlawful discrimination and harassment
(5.1.004 Harassment & Discrimination Policy). Inappropriate postings that
include discriminatory remarks, harassment, threats of violence, or similar
inappropriate or unlawful conduct will not be tolerated.
. Be respectful. Always be fair and courteous to fellow employees, patrons,
suppliers, or people who work on behalf of the Township. If you decide to post
complaints or criticism, do not use statements, photographs, video, or audio
that reasonably could be viewed as malicious, obscene, threatening,
intimidating, that disparages constituents, employees, suppliers, or that might
constitute harassment or bullying. Examples of such conduct might include
offensive posts meant to intentionally harm someone’s reputation or posts that
could contribute to a hostile work environment.
. Be honest and accurate. Honesty and accuracy are essential when posting
information or news. If you make a mistake, correct it quickly. Be open about
any previous posts you altered. Remember, the Internet archives almost
everything, therefore, even deleted postings can be searched. Nover post any
information or rumors that you know to be false about the Township,
constituents, employees or suppliers.

. Unless authorized to do so by the Township, never represent yourself as a

spokesperson.

. If the Township is a subject of the content you are creating, be clear and open

about the fact that you are an employee and make clear that your views do

not represent those of the Township.

. Cyber-Vetting

a. Northville Township will comply with Michigan’s Internet Privacy
Protection Act. Accordingly, employees of the Township *“shall not
request an employee or applicant for employment to grant access
to, allow observation of, or disclose information that allows access to,
or observation of the employee’s or applicant’s personal internet
account” (Public Act 478 of 2012, codified at MCL 37.271, et seq.).
except as otherwise permitted under that Act.

b. As permitted by and in compliance with the Internet Privacy
Protection Act, Northville Township may request or require an
employee to disclose access information to the Department to gain
access to, or operate any of the following:

i.  An electronic communications device paid for in whole or in
part by the Township; or

i. Anaccount or service provided by the Township, obtained by
virtue of the employee's employment relationship with the
Township, or used for the Township's business purposes.

c. The Township may seek access to these devices and services if:

i. There is specific information about activity on the employee’s
personal internet account, for the purpose of ensuring
compliance with applicable laws, regulatory requirements or
prohibitions against work related employee misconduct,
where the Township has specific information about an
unauthorized transfer of the Township’s proprietary information,
confidential information, or financial data to an employee’s
personal infernet account.

i. Anyinformation created, posted, or discussed in a public social
networking platform that is within the public domain and may
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be accessed by Northville Township at any time without notice
or consent.
This policy is not intended or designed to prohibit the lawful exercise of
employees’ rights under applicable federal or state law, including
constitutionally protected free speech, whistleblowers reports or the ability of
employees to engage in certain “protected concerted activity” under the
Michigan Public Employment Relations Act.

VI.  RESPONSIBILITIES:
A. ITaC Responsibilities
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. Assist departments in creating, scheduling, and managing posts and activity

on social media to effectively promote the department and Township
messages.

. Maintain a social media content calendar and scheduling strategy that is

consistent with the Township's overall communications strategy to ensure all
communications reflect the Township’s Mission, Vision, Values and Core
Purpose.

. Work with the requestor to ensure the content follows the communication

guidelines including a review of photo quality prior to posting on social media.
If the requestor is providing the photos, it is encouraged to review the “Tips for
taking the perfect picture” document prior to event.

. All social media content should strive to meet digital accessibility standards,

including the use of alt text for images, captions on videos and accessible
formatting, to ensure content is inclusive and usable by all members of the
community.

. Social media likes and comments will be overseen by ITaC. When a message is

received, and it cannot be answered through already published information
on the Township social media channels or website, ITaC will work with the
appropriate department to craft a response.
a. The Township's goal is to respond within eight business hours to social
media posts that require a response.

. ITaC will use best judgement on cyber-vetting before liking or commenting.
. Responding as necessary to social media policy violations and other comments

that need or would benefit from a quick response.

a. If a public post violates our ‘Social Media Customer Use Policy’
(posted on the Township website), we take the proper FOIA steps with
saving screen shots before hiding or removing the comment.

b. Itis the responsibility of the ITaC to notify the effected department and
the Manager’s Office of all violations.

If the Digital Marketing Specialist is unavailable, another member of ITaC will
handle time-sensitive requests.
All Township social media accounts will follow these procedures.

B. Township Staff Responsibilities

1.

2.

Submit social media requests, ideas and content including text, photos and
requested posting dates following the proper procedures outlined previously in
this policy.

a. Longer lead times assist in meeting all individual department social

media scheduling needs.

Follow-up information on a request will sometimes be necessary and a fimely
response from the department requestor is expected to avoid delays in the
expected posting schedule.
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C. Sprout User Responsibilities

1.

Sprout Users are Township employees who have completed the required social
media fraining and been granted access to post on official Township social
media accounts using Sprout Social.

. Sprout Users must follow all procedures and guidelines outlined in this policy, as

well as the specific posting standards, best practices, and strategy guidelines
developed by ITaC.

. All posts made by Sprout Users must align with Township branding, tone, and

approval protocols.

. Sprout Users are expected to collaborate with ITaC and stay in regular

communication with the Communications tfeam to ensure efficiency, prevent
duplicate posts and maintain consistency across platforms.

. Sprout access may be revoked if a user changes roles, separates from

employment, or violates this policy or Township communication standards.

D. Everyone’s Responsibilities Reminders

OONOON —

. Always remember that what you post is permanent.

. Communicate with respect, honesty and humility.

. Use good judgment when sharing or responding to information.

. Ask yourself: Does this align with the Township's Mission, Vision, and Values?

. Remember that even on personal accounts, your role with the Township may

be perceived—act accordingly and avoid sharing anything that could reflect
poorly on the organization.

ENFORCEMENT:
Employees found in violation of this policy are subject to discipline in accordance with the
Township Disciplinary Policy (5.1.008).

RELATED INFORMATION:

1.1.006 Northville Township Branding

3.2.001A Tips for taking the perfect picture

3.2.001B Social Media Scheduling Strategy

3.2.001C How to Add Communication Calendar in Outlook
5.1.001 Work Rules

5.1.004 Harassment & Discrimination Policy

5.1.008 Disciplinary Policy

5.5.001 Violence in the Workplace
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